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COMMAND INVESTIGATION INTO THE ACTIONS OF USS COLE
(DDG 67) IN PREPARING FOR AND UNDERTAKING A BRIEF STOP
FOR FUEL AT BANDAR AT TAWAHI (ADEN HARBOR) ADEN, YEMEN
ON OR ABOUT 12 OCTOBER 2000

(r) SECNAVINST 5500.29B, “Use of Deadly Force and the
Carrying of Firearms by Personnel of the Department
of the Navy in Conjunction with Law Enforcement,
Security Duties and Personal Protection, (CH-1),”

28 sep 92 R

(1) Extracted copy of USS COLE (DDG 67) Ship’s Deck Log
from 1103048 ocT 00 to 121115c ocT 00 |

(2) Extracted copy of USS COLE (DDG 67) Engineering Log
from 120000C ocT 00 to 172359c ocT 00 N

(3) Defense Mapping Agency (DMA) CHART 62098 [BANDAR AT
TAWAHI (ADEN HARBOR)], 4™ ed., Sept 30, 1995
approved by CDR Kirk Lippold, USN, (Commanding

~officer) of 11 oct 00 |

(4) COMUSNAVCENT ltr 5800 Ser 00/1082 of 14 Oct 00 '

(5) COMUSNAVCENT ltr 5800 Ser 00/1179 of 7 Nov 00

(6) Email to LTJG | USNR containing 1012152z OCT 00
readdressal msg of ATACSUM ] (DIRNAVCRIMINVSERV
WASHINGTON DC//NAVATAC//22a4//082100Z ocT 00) [l

(7) COMFIFTHFLT 0515032 ocT 00,051513z ocT 00 |l

(8) COMFIFTHFLT 121026Z OCT 00

(9) COMUSNAVCENT 151730Z OCT 00

10) USS COLE (DDG 67) Personnel List from PNC |

, USN (FOUO)

(11) USS COLE (DDG 67) Damage Control Diagrams -
Sheet of four photographs depicting hull damage to the

USS COLE (DDG 67) from the explosion on 12 Oct 00 [

(13) DAMAGE LIST FOR USS COLE (DDG 67) provided by

Executive Officer (not all inclusive)
MEMORANDUM of Background Information on Defense Fuel
Supply Point (DFSP) Aden ltr ME0036 of 15 oct 00 [}

(15) NAVCENT Information Paper: U.S. Navy Port Visits to

Aden, Yemen [

(16) Force Disposition (0630:19 ocT 00) ||
(17) uss coLt 081141z ocT 00 |

Memorandum from CDR Kirk S. Lippold, USN, Commanding
Officer USS COLE (DDG 67) undated - received

23 oct 00

(19) Interviews conducted by Investigation Officer, CAPT

USN, on various dates [}

(20) Memorandum from LCDR USN of

22 oct 00 N
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FOR FUEL AT BANDAR AT TAWAHI (ADEN HARBOR) ADEN, YEMEN
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(21)

statement from LT | IEGTNGzgG2G B vsy ot

20 oct 00 |

COMFIFTHFLT 251103Z SEP 00

COMFIFTHFLT 281333Z SEP 00

COMFIFTHFLT 011343Z SEP [sic] 00 (Error in month -

should have been October)

USDAO SANAA YM 1112187 OCT 00

USDAO SANAA YM 110756Z OCT 00

Email from DMDS Mail to CDR sent

15 Sep 00, containing USS COLE 151200Z SEP 00 and USS

COLE 111641Z OCT 00 ‘

Statement by SK3 USN

173G Il USNR, interview by LCDR JAGC,

usN on 16 oct 00 [

Memorandum from LTJG — USNR of

20 oct 00 |

Email from Special Agent (SA) _ NCIS

to cOR || 2cc. USN, on 02 Nov 00 FW:

AT/FP TRAINING FOR USS coLE (DDG 67) [} '

COLENOTE 1300: ADMINISTRATIVE AND COLLATERAL DUTY

ASSIGNMENTS of 02 oct 00 [l

NAVATAC BASELINE 00 CENTCOM AOR from Navy Antiterrorist

Alert Center - Washington D.C. of 5 AUG 00

NAVCRIMINVSERV MIDDLE EAST BAHRAIN//MEBJ//081641%

sep 99 N

USS COLE 071856z OCT 00 .

Memorandum from LT USN, of 21

Oct 00

Emails from CDR || vsy, sent to 1T |
USNR, on 20 Nov 00 regarding USCENTCOM Threat

Level system -

coMUsNAVCENT 101400z ocT 00 |

DIRNAVCRIMINVSERV WASHINGTON DC//0022//221930Z SEP 00

COMFIFTHFLT 2910092 JUN 99

USDAO SANAA YM 070453Z MAY 00

COLEINST 3300.55, Force Protection Program, of

9 Sep 00 -

CNO WASHINGTON DC 191301z JUN 99 |}

Table depicting changes to Joint Pub 3-07.2 by CNO

WASHINGTON DC 191301Z JUN 99

COMGWBATGRU 211130Z JUL 00
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(46)

(47)

TAB B TO APPENDIX 1 OF ANNEX M OF COMFIFTHFLT OPORD
99-01 |

APPENDIX 2 to ANNEX C to COMUSNAVCENT/COMFIFTHFLT
OPORD 99-01: Force Protection Plan Format for
Routine Ship Visits/Shore Basing -

crr 50 102230z ocTt o0

USS COLE (DDG 67) THREATCON MEASURES IMPLEMENTATION
pLaN (c5 suPP) of 11 oct 00 |l

LT I vsy interview by LCOR [N J2cc,

USN on 16, 19, 20, 21 oct 00 |

LTJG USNR emails on Force Protection
Training

uss HAWES 2806352 AUG 00 [l

uss DONALD cook 261251z AUG 00 [l

USS BARRY 301650Z MAY 00 ‘

USS TAYLOR 230715Z NOV 99

crr 50 111800z ocT 00 [l

Interviews conducted by LCDR |G
Jacc, usy |

Information regarding small arms from Naval Surface
Warfare Center, Crane, Indiana 16 Nov 00
Results of interviews with LT
by LT | vs )
USS COLE (DDG 67) Plans of the Day from 08 Aug 00 -
12 oct 00 N

statement from LT | GTzNGNGE vs¥ B

USS COLE (DDG 67) NAVIGATION BRIEF FOR ENTERING
aADEN, YEMEN 12 oct 00 |}

Results of interview with LT
usN, by LT [ UsvRr

USS COLE (DDG 67) Sea & Anchor Detail Watchbill
(Fuel Stop in YEMEN) approved by CDR Kirk Lippold,
USN, effective 12 Oct 00

Statement from LT usN
Statements by QM2 (SW) USN, of 13
Oct 00 and 14 Oct 00
USS COLE (DDG 67) Entering Port Checklist
(completed) for 12 Oct 00
Statement from ENS usNk Il
Statement by SN

Sheet of four photographs found on the COMUSNAVCENT
secure web site, depicting a vacant Refueling
Dolphin Seven in Aden, Yemen

USN,
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(88) Interview with SH2
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(DDG 67) IN PREPARING FOR AND UNDERTAKING A BRIEF STOP
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(71) Sheet of four photographs of USS COLE (DDG 67)
moored to Refueling Dolphin Seven -

(72) Interview with ET3 q USN by LCDR Tracy
Riker, JAGC, USN on 16 Nov 00

(73) Statement by ET3 1 usN of 16 oct 00 |

(74) Statement from GM2 USN of

16 oct 00 | ,
(75) USS COLE (DDG 67) Inport Watchbill for 12 Oct 00 |l
(76) Duty Section 3 qualification issues III

(77) Designation as Command Duty Officer ICO LT || GG

B UsN, ser 3120 of 07 Apr oo'

(78) Annotated. Duty Section 3 Watchbill
(79) USS COLE’s (DDG 67) Small Arms Report of 11 Oct 00
from Relational Administrative Database Manager
(80) Topside Diagram of USS COLE (DDG 67)
(81) Statement by SK1
(82) Personnel survey conducted by CAPT

I uUsy, on 25 Oct 00
(83) Interview with TM3 USN, by LCDR Thomas

Copenhaver, JAGC, USN, on 16 Nov 00 [}

(84) Interview with STG3 USN, by LT Robert J.
O’Neill, JAGC, USN

(85) Interview with FC2 (SW) USN, by LCDR
Copenhaver, JAGC, USN, on 16 Nov 00

(86) Interview with SN JJJl}, USN, by LT Robert J. 0’Neill,
JAGC, USN on 16 Nov 00

(87) Interview with SK1 ‘ USN, by LT Robert J.
0’Neill, JAGC, USN on 16 Nov 00 |l

USN, by LCDR Tracy Riker,

JAGC, USN on 16 Nov 00
(89) Email from LCDR USN sent 29 Oct 00 RE:
Force Protection Plan for USS COLE (DDG 67) -
(90) Interview with FC3 USN, by LCDR Tracy
Riker, JAGC, USN on 16 Nov 00
(91) Interview with GM3 USN, by LCDR Thomas
Copenhaver, JAGC, USN on 16 Nov 00 -
(92) Interview with GSMEN |l vsN, by LT Robert J.
O'Neill, JAGC, USN on 16 Nov 00
(93) Interview with GSMFN
Agent (SA)

USN, by Special
FBI and Special Agent (SA)

FD-302 on QM2
Agent (SA)

, USN, by Special
NCIS of 23 oct 00 |}
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(95)
(96)

(97)

Interview with FCC USN, by
unnamed agents on 16 Oct 00

Interview with SK3 USN, conducted by
LCDR Thomas Copenhaver, JAGC, USN on 17 Nov 00 -
FD-302 on SK3 USN, by

Special Agent (SA) FBI on 24 Oct 00

FD-302 on DC1 USN by Special Agent
(SA) NCIS of 15 Nov 00 |}
Interview with LT USN,
Operations Officer and Command Duty Officer, by
IL,T Michael Navarre, JAGC, USNR, on 16 Nov 00
Notes of interview with FEN
by Special Agent (SA)
Inport Training Records for Ship’s Self-defense
Force from 17 Nov 99 to 9 Jul 00 |l
Muster Sheets for Level 1 FP/AT Training -

Level 1 Force Protection/Anti-Terrorism Training
Package, omitting “Out of Harm’s Way”

MAl (sw) |l vsN interview by LCDR , JAGC,
USN, on 15 and 16 Oct 00 '
Statement from MAl (SW)
23 Oct 00

statement from FcC (SW) | vsy, of 23
oct 00 |l

statement from GM1 |GG vsy, of 23
oct 00 [}

statement from IsC (sW) | NN vsy, of

23 Oct 00

COMSECONDFLT 211445Z MAY 00

Bills from COLEINST 5530.1A

MEF DEPLOYERS CD-ROM from COMDESRON 50 [}
USCENTCOM JRAC MACDILL AFB, FL ANTITERRORISM
VULNERABILITY ASSESSMENT of the commercial port
in Aden, Yemen ||

OPS BRIEF USS COLE (DDG 67) 08 OCT 00

OPS BRIEF USS COLE (DDG 67) 10 OCT 00

OPS BRIEF USS COLE (DDG 67) 12 OCT 00 :
Force Protection Power Point Brief, Parts 1 and 2 -
Force Protection Brief Disks-Parts 1 and 2 [}
uss HAWES 161400z 2UG 00 |l

Uss DONALD cook 171700z AUG 00 |}

cTF 50 190800z AUG 00 |

, USN, of
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Subj: COMMAND INVESTIGATION INTO THE ACTIONS OF USS COLE
(DDG 67) IN PREPARING FOR AND UNDERTAKING A BRIEF STOP
FOR FUEL AT BANDAR AT TAWAHI (ADEN HARBOR) ADEN, YEMEN
ON OR ABOUT 12 OCTOBER 2000

EXECUTIVE SUMMARY

1. [ on 12 october 2000, between 1115C and 1118C, the
Arleigh Burke Class Destroyer USS COLE (DDG 67) was attacked by
terrorists while taking on fuel in Aden Harbor, Yemen. Two
individuals maneuvered an approximately 35-foot boat, along USS
COLE’s (DDG 67) port side, amidships, and exploded the boat.
Seventeen crewmembers were killed and 42 others were injured.
The explosion ripped a 32 by 36-foot hole, centered
approximately at frame 208, in the port side. The blast damage
is far more extensive than the visible hole suggests, |Gz

2. - This was not a random act, but rather an attack
resulting from careful, deliberate planning. The attack
occurred at the beginning of lunch for the crew and
approximately 45 minutes into the refueling evolution.

3. - Aden, Yemen was the first stop for USS COLE (DDG 67) in
the United States Central Command Area of Responsibility after
transiting the Suez Canal on 9 October 2000. It was a Brief
Stop for Fuel only, and not a liberty port. Aden, Yemen was in
Threat Condition (THREATCON) BRAVO at a HIGH Threat Level under
the old Department of Defense terrorist Threat Level rating
system. USS COLE (DDG 67) received notification on 10 October
2000 in an email from its immediate superior, Commander, Task
Force FIVE ZERO, that the Threat Level for Yemen had changed to
SIGNIFICANT under the new Department of Defense terrorist
Threat Level rating system. However, the new system had not
been implemented by United States Central Command.

4. | 1n preparation for the Brief Stop for Fuel, USS COLE
(DDG 67) submitted a Force Protection Plan (titled, “Inport
Security Plan”) to Commander, Task Force FIVE ZERO, indicating
the ship would execute all 62 Force Protection Measures for
THREATCON BRAVO as required by Commander, United States Naval
Forces Central Command/Commander, United States FIFTH Fleet.

5. |} uss CoLE (DDG 67) executed a total of 31 of the 62
Force Protection measures required under THREATCON BRAVO by
COMUSNAVCENT/COMFIFTHFLT OPORD 99-01 (Force Protection). The

8
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ON OR ABOUT 12 OCTOBER 2000 . :

ship “waived” 19 measures and failed to accomplish 12 others.
Of the 31 measures not performed, 12 measures were key and may
have prevented the suicide boat attack or mitigated its
effects. ‘

6. - USS COLE (DDG 67) had a trained crew and an active
Force Protection Program. - In pre-deployment workups, the ship
received a “BRAVO ZULU” (Well Done) message for its performance
efforts in Force Protection and Anti-Terrorism training from
Commander, United States SECOND Fleet. During deployment, USS
"COLE (DDG 67) conducted frequent Operations/Intelligence
briefings, Level I Force Protection/Anti-Terrorism training for
the entire crew, and ship-led “Mediterranean-Arabian
University” briefings, where Force Protection was sometimes
discussed.

7. - Despite the training, the ship did not fully protect
itself from attack because it lacked deliberate planning and
execution of an approved Force Protection Plan. Additionally,
the ship had spent approximately two months in the SIXTH Fleet
Area of Responsibility and had port calls in Villefranche,
France; Barcelona, Spain; Valletta, Malta; and Koper, Slovenia,
where the Threat Levels were LOW and THREATCONs were ALPHA with
BRAVO enhancements (ALPHA PLUS). When USS COLE (DDG 67) arrived
in Aden, Yemen, the Threat Level was HIGH and THREATCON was
BRAVO. Aden, Yemen was USS COLE’s (DDG 67) first port after
entering the Commander, United States FIFTH Fleet Area of
Responsibility. THREATCON ALPHA imposes fewer Force Protection
measures. Coupled with the crew’s low threat awareness of
Yemen, including its Threat Level and THREATCON, the ship’s
“mindset” was one not ready to face a THREATCON BRAVO scenario.
The focus of the ship did not appear to be on Force Protection.
Some members on duty had no idea they were in THREATCON BRAVO.
The ship did not inform its Immediate Superior In Command of its
actual Force Protection posture. The duty section was not
properly briefed. The Bridge was not manned. There was little
control of boats coming alongside. No one, including the
Commanding Officer, had the “big picture” on the boats in the

immediate vicinity of USS COLE (DDG 67). Regardless of the fact

it was lunchtime, there was no senior leadership topside.

8. | In the case of USS COLE (DDG 67), the terrorist boat
showed neither hostile act nor heostile intent prior to the

9
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2. - Background.

a. USS COLE (DDG 67) departed from its homeport of
Norfolk, Virginia, on 8 August 2000, under the operational
control of Commander, United States SECOND Fleet. On 18 August
2000, the ship transferred to the operational control of
Commander, United States SIXTH Fleet. While in the SIXTH Fleet
Area of Responsibility (Mediterranean and Adriatic Seas), USS
COLE (DDG 67) was under the tactical command of Commander, Task
Force SIX ZERO. The duties of Commander, Task Force SIX ZERO
were exercised by Commander, Destroyer Squadron TWO TWO, until
2 October 2000. After this date, Commander, Cruiser Destroyer
Group TWO, embarked on USS GEORGE WASHINGTON (CVN 73), became
Commander, Task Force SIX ZERO. During the second half of
August and through the first half of September 2000, USS COLE
(DDG 67) patrolled the Mediterranean Sea and made port calls in
Barcelona, Spain; Villefranche, France; Valletta, Malta; and

- Koper, Slovenia. After,departing~Koper, Slovenia, the ship

conducted operations in the southern Adriatic Sea until leaving
for the Suez Canal on 6 October 2000. USS COLE (DDG 67)
transited the Suez Canal on 9 Octpber‘2000, at which time the
ship transferred to the operational control of Commander,
United States FIFTH Fleet, and the tactical control of
Commander, Task Force FIVE ZERO [Commander, Cruiser Destroyer
Group THREE, embarked on USS ABRAHAM LINCOLN (CVN 72)1. On

12 October 2000, USS COLE (DDG 67) stopped in Aden, Yemen for a
Brief Stop for Fuel. ‘ '

b. The 12 October 2000 explosion on USS COLE (DDG 67)
killed 17 United States Navy Sailors, injured 42 others, and
caused severe damage to the ship. At the time of the incident,
the Threat Level was HIGH, and the Threat Condition (THREATCON)
was BRAVO in Yemen. Initially, the cause was unknown, but it
was soon suspected that the explosion was caused by a suicide
bomber, the identity officially unknown at this time and
presently being investigated by the Federal Bureau of
Investigation. ~Immediately after the incident, Commander,
United States FIFTH Fleet set THREATCON CHARLIE for “United
States Naval Forces assigned to FIFTH Fleet and operating in
Bahrain, Saudi Arabia, Oman, United Arab Emirates, Qatar, Kuwait
and Egypt” [encl (8)]. Soon thereafter, Commander, United
States Naval Forces Central Command set THREATCON DELTA for
Yemen [encl (9)]. , '
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c.
are identified below [encl

COMMAND INVESTIGATION INTO THE ACTIONS OF USS COLE
(DDG 67) IN PREPARING FOR AND UNDERTAKING A BRIEF STOP

FOR FUEL AT BANDAR AT TAWAHI
ON OR ABOUT 12 OCTOBER 2000

(ADEN HARBOR) ADEN, YEMEN

lII Casualties. The casualties and injured personnel

(10)1,

and further information is

contained in Appendices A and B, which provide a separate
attachment for each individual casualty (deceased and injured,
respectively) :

(1) - CASUALTIES: 17 United States Sailors were

killed:

NAME

CLODFELTER, Kenneth Eugene

COSTELOW, Richard NMN
FRANCIS, Lakeina Monique
GAUNA, Timothy Lee

GUNN, Cherone Louis
McDANIELS, James Rodrick
NIETO, Marc Tan

OWENS, Ronald Scott
PALMER, Lakiba Niccole
PARLETT, Joshua Langdon
ROY, Patrick Howard

RUX, Kevin Shawn

SANTIAGO, Ronchester Mananga

SAUNDERS, Timothy Lamont

SWENCHONIS, Gary Graham Jr.

TRIPLETT, Andrew NMN
WIBBERLEY, Craig Bryan

RATE
HT3
ETC
MSSN
ITSN
SMSN
ITSN
EN2
EW3
SN
ENFA
FN
EW2
MS3
0s2
EFN
ENS
SN

(2) lII INJURIES: Forty-seven United States Sailors

were medical evacuees.

Of that 47, 42 Sailors were

injured as a result of the explosion; five Sailors’
injuries were non-explosion related:

(a) I IvJURED AS A RESULT OF THE EXPLOSION

NAME

RATE
DK3
EWl
DK2
IT1
GSMC
MS3
ET3
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INJURIES NOT A RESULT OF THE
EXPLOSION:

(b)

RATE
OSSN
EFN
GSEFN
ENFN
SN

d. |} pamage. The damage included an approximate 32-foot
wide hole centered at frame 208, in a rough and wide tear-drop
shape.

B Pictorial evidence.

(1) Appendix C is comprised of still photos depicting
various scenes onboard USS COLE (DDG 67), including internal
and external damage.

(2) BAppendix D consists of VHS and 8-mm videocassette
recordings of various topics including the following: interior
and exterior damage on the ship; interviews with USS COLE (DDG
67) Sailors; loading of caskets in Yemen; and the docking of
the ship onboard the Heavy Lift Transport, Blue Marlin.

f. [ visits to Aden, Yemen. Since 20 September 1997, a
total of 30 United States Navy ships, including USS COLE (DDG
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went to great lengths to recover documents that had been
believed lost, destroyed or" otherw1se unrecoverable

c. leltatlons The spe01f1c focus of thls investigation,
outlined in: enclosures (4) and {3) 4 and the express limitations
of my inquiries descrlbed above, were ‘necessary to prevent this
investigation from 1nterfer1ng or inadvertently compromising
the Federal Bureau of Investlgatlon crlmlnal 1nvest1gatlon into
the suspected act of terrorism. As a consequence of those
limitations, I was unable to 1nterv1ew the Harbor Pilot, the
Husbanding Agent, officials from the Aden Port Authority, and
officials from the United States Navy contractor, Arab
Investment, Manufacturing and Trading. Accordingly, I was
precluded from inquiring into what security measures, if any,
could or should have been prov1ded by elther the :Aden Port
‘Authorlty or Arab Investment Manufacturlng and Tradlng
 However, it is noted that, accordlng to the United States
Defense . Attaché, Sanaa,;Yemen,athe Nawvy: contractor (Arab
Investment, Manufacturing and Trading) does not provide
security to United States Navy ships at the Refueling Dolphlns.
While other investigations and subsequent crew interviews may
establish additional detalls,,I was able to gather sufficient
1nformatlon to have an accurate chronology and understanding of
the events. :

d. Material condition of USS COLE (DDG 67). After the
explosion, USS COLE (DDG 67) was an unstable, vulnerable
platform. Excellent damage control and dewatering procedures
reduced an initial port list of flve degrees to less than three
degrees. On 14 October 2000, we boarded the ship, took
‘pictures, inspected the damaged areas, started collecting
documentary evidence, and took statements from the crew.
However, between 0200- 0300 on 15 October 2000, the material
condition and ship’s stablllty worsened, the remaining
operational gas turbine generator (Number 3) tripped offline,
and the ship started taking on more water. United States Navy
vessels in the immediate area provided damage control
assistance by sending equipment and personnel to the USS COLE
(DDG 67) to assist in dewatering and stabilization. Commander,
Task Force DETERMINED RESPONSE dlspatched me to assist the
damage control evolution. There were three other periods of
power loss for varlous reasons and various lengths of time
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during the days following the explosion and during the course
of the investigation.

e. Communications. The nation of Yemen does not have the
telecommunications infrastructure that United States government
organizations normally rely on. At the outset, the cell phones
we brought from Bahrain could not function in Yemen.

Commander, Task Force DETERMINED RESPONSE purchased local
mobile phones, but the supply was limited and demand very high.
Moreover, the switchboard at the Aden Hotel was severely taxed
by the large volume of calls made by the response team.
Additionally, with very limited SECRET Internet Protocol Router
Network (SIPRNET) and NONCLASSIFIED Internet Protocol Router
Network (NIPRNET) mail and message accessibility, one
unclassified facsimile machine, and one classified facsimile
machine to serve the entire joint team, the result was frequent
lapses in communication.

f. | Unavailable or lost/missing documents. The
following documents could not be obtained due to destruction by
fire or flooding as a result of the explosion:

(1) - The fueling bill was destroyed in the oil lab;

(2) | Current training qualifications stored on the
Relational Administrative Database Manager (RADM), on the Local
Area Network (LAN), were not recoverable

(3) - Receipts for garbage pick up and sewage
removal from the Port of Aden, Yemen Husbanding Agent,

4, - Threat Levels, Threat Conditions, Force Protection
Measures.

a. As described in reference (m), Joint Pub 3-07.2,
Appendix J, the Joint Chiefs of Staff, in order to ensure a
uniform plan for implementation of Force Protection measures
among the service components, approved the establishment of a
Threat Condition (THREATCON) system. The THREATCONs, ranging
from the lowest to the highest, are identified as NORMAL,
ALPHA, BRAVO, CHARLIE and DELTA. Under this system, specific
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fantl ~terrorist protectlve measures are 1mplemented for each

condltlon

(1) THREATCON NORMAL applles when a general threat of

possible terrorist act1v1ty ex1sts, but warrants only a routine

securlty posture.

(2) THREATCON ALPHA is declared when a general threat
of possible terrorist activity is dlrected toward

“installations, vessels and personnel the nature and extent of

which are unpredlctable

(3) THREATCON BRAVO is declared when an increased and
more predictable threat of terrorlst act1v1ty ex1sts

(4) THREATCON CHARLIE is declared‘when an incident
occurs or intelligence is recelved indicating that some form of
terrorist action is. imminent.

(5) THREATCON DELTA is declared when a terrorlst attack
has occurred in the 1mmed1ate area or 1ntelllgence has been
received that indicates a terrorlst actlon against a specific
location or person is likely.

b. The THREATCON is normally set by the senior United
States Defense Representative in a country; in the case of

Yemen, the United States Defense Attaché Office. Senior \

Commanders can also~establishrhigher'THREATCONs for forces
under their command operating within a given country. 1In
addition, the Commander-in-Chief of the theater can direct a
higher THREATCON. On 12 October 2000, Yemen was in THREATCON
BRAVO. : : , '

c. The THREATCON is determined through analysis of a
combination of all factors affecting the security environment.
The Terrorist Threat Level is one factor used to determine the
THREATCON. Other factors used to establish the THREATCON
include the political-military situation, security threats not
directly related to terrorism (e.g., conventional conflict,
humanitarian crisis, crime, drugs, etc.), capability of host
nation security forces, physical Force Protection attributes,
and others. There is no automatic or mandatory correlation
between Terrorist Threat Levels and THREATCONS, although higher

_ 20
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~ Threat Levels will generally result in United States~Defense
Representatives and Commanders setting higher THREATCONS. A
change in Terrorist Threat Level does not automatlcally result
~in a change of THREATCON ~

, d. The Terrorist'ThreatiLevel'is a narrowly focused
'methodology,usedﬂto‘determine,the threat posed by terrorist
groups within a given country.  The Defense Intelligence Agency
and the theater Commander-in- Chlef set the Department of
Defense Terrorist Threat Level. The theater Commander-in- ~-Chief
can choose to establish a higher Threat”LeVel for countries
within the theater Commander-in-Chief's Area of Responsibility.

e. In accordance with reference (1), (DoD Directive
2000.12H, “Protection of DoD Personnel and Activities Against
Acts of Terrorism and Political Turbulence”) under the "old"
system, the Terrorist ThreatjLevel was,determined'by~a‘specific
set of factors to include, existence, history, capability,
intent and targeting of United States interests by terrorist
groups within a given country. The earlier version included
five levels: NEGLIGIBLE, LOW, MEDIUM, HIGH, and CRITICAL.

: f. The Terrorist Threat Level in Yemen was assessed as
HIGH under the "old" system because terrorist groups existed in
Yemen, had a history of conducting attacks, and had the
capability and the intent to conduct attacks. This assessment
in September 1999 was based on the "poor security environment
in the country, as well as the presence of a number of
transnational terrorist and indigenous extremist groups that
could pose a threat to Department of the Navy personnel,"”
according to Naval Criminal Investlgatlve Service Threat
Assessments for Yemen

g-. DIRNAVCRIMINVSERV WASHINGTON DC 082100Z OCT 00 [encl
(6)1, received by the ship on 11 October 2000 in an email from
Commander, Task Force FIVE ZERO, stated that the Assistant
Secretary of Defense for Special Operations and Low Intensity
Conflict (ASD-SOLIC) has approved a new terrorism Threat Level
methodology for use by the Department of Defense and that the
Threat Level for Yemen was SIGNIFICANT. This system had not
been implemented by United States Central Command when the
attack on the USS COLE (DDG 67) occurred.




Subj: COMMAND INVESTIGATION INTO THE ACTIONS OF USS COLE
(DDG 67) IN PREPARING FOR AND UNDERTAKING A BRIEF STOP
FOR' FUEL AT BANDAR AT TAWAHI (ADEN HARBOR) ADEN, YEMEN
ON OR ABOUT 12 OCTOBER 2000

h. The new system, though not in effect in the United
States Central Command, has four levels: LOW, MEDIUM,
SIGNIFICANT HIGH, plus a category of “No U.S. Defense
Presence. The Threat Level in Yemen was assessed under the
new system to be SIGNIFICANT. SIGNIFICANT is defined as:
“Anti-U.S. terrorists are present and attack personnel as their
preferred method of operation or a group uses large casualty
producing attacks as their preferred method but has'limited
operational activity, the operating environment is neutral.”

i. At the time of its Brief Stop for Fuel in Aden, USS
COLE (DDG 67) had the following Threat Assessment/Force
Protection documents available to them: Navy Anti-Terrorist
Alert Center baseline for the United States Central Command-
~Area of Responsibility dated 5 August 2000; Naval Criminal
Investigative Service threat assessment and security overview
of Aden, Yemen, dated 8 September 1999; and Naval Criminal
Investigative Service message dated 8 October 2000 advising of
a change in the terrorist Threat Level methodology (from the
“old” five-point system to the “new” four-point system). ‘

j. On 9 October 2000, USS COLE (DDG 67) “chopped” from
SIXTH Fleet to FIFTH Fleet. Commander, Task Force FIVE ZERO
became the ship’s Immediate Superior In Command. While under
the operational control of Commander, United States FIFTH
Fleet, USS COLE (DDG 67), prior to making a Brief Stop for
Fuel, was required to review the Force Protection measures
enumerated in COMUSNAVCENT/COMFIFTHFLT OPORD 99-01 (Force
Protectlon) and develop a Force Protection Plan for Commander,
Task Force FIVE ZERO’s approval.

k. By implementing Force Protection measures appropriate
to the existing THREATCON, a ship postures itself against
terrorist threats as they are understood by the chain of
command. Some flexibility is provided in both directions.
Supplemental measures may be required by the Task Force
Commander, or proposed by the ship based on local conditions.
Additionally, ships may request deviations from measures that
are inappropriate in view of local conditions. Absent approval
of any deviations, a ship operating under THREATCON BRAVO is
expected to implement measures 1 through 62 of COMUSNAVCENT/
COMFIFTHFLT OPORD 99-01 (Force Protection).
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FINDINGS OF FACT

VBackground

I The USS COLE (DDG 67) is an Arleigh Burke Class

Destroyer built by Ingalls Shipbuilding. - Laid down on 28
February 1994 and launched 10 February 1995, USS COLE (DDG
67) was commissioned for service on 08 June 1996. On 12
October 2000, the shlp had a crew.-of 26 officers and 270
enlisted personnel [ref (c), Jane’s Book of Fighting
Ships, encl (17)}] - '

.Il The Commanding Officer is Commander'(CDR) CDR Kirk S.
Lippold, USN. He assumed command of USS COLE (DDG 67) on
25 June 1999. [encl (18)]

' The Executive Officer is Lieutenant Commander (LCDR})
,'USN. He ‘assumed his present. duties
onboard USS COLE (DDG 67) on 20.December 1999. [encls

(19), (20)]

Il The following is a brief timeline leading to the 12
October entry into Aden Harbor. [encls (18), (21)]

08 Aug 00 L Departed homeport Norfolk, Vlrglnla

18 Aug 00 N Inchop to SIXTH Fleet

21-25 Aug 00 : Barcelona, Spain

28 Aug — 01 Sep 00 Villefranche, France

4-8 Sep 00 , - Valletta, Malta

11-15 Sep 00 Koper, Slovenia

09 Oct 00 Inchop to FIFTH Fleet/Transited the
: Suez Canal

12 Oct 00 o Entry into Aden Harbor, Yemen

I COMFIFTHFLT 251103Z SEP 00 requested diplomatic
clearance from the American Embassy Sanaa, Yemen, for USS
COLE (DDG 67) to conduct a Brief Stop for Fuel in Aden,

.Yemen. USS COLE (DDG 67) was an information addressee on

the message, which listed the expected arrival and
departure date as 16 October 2000. [encl (22)]
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.  1r addition, NAVCRIMINVSERVFO Middle East Bahrain

'~ 0816417 SEP 99 noted (paragraph 8.D) that “ships visiting
Aden will now be able to refuel at one of the two fueling
‘dolphins’ located near the mouth of the harbor. The
dolphins will allow U.S. Naval vessels to enter Aden and
refuel without having to go pierside.” This Naval Criminal
Investigative Service message was referenced in the USS
COLE (DDG 67) Inport Security Plan (Force Protection Plan)
for Aden. [encls (34), (35)]

- Under the new Department of Defense terrorism Threat
Level system, not implemented by United States Central
Command, SIGNIFICANT is defined as: “Anti-U.S. terrorists
are present and attack personnel as their preferred method
of operation, or a group uses large casualty producing
attacks as their preferred method but has limited
operational activity. The operating environment is
neutral.” [encl (6)]

- Both the Commanding Officer and Executive Officer of
USS COLE (DDG 67) interpreted this new Threat Level rating
of Yemen as a “decrease in Threat Level” (Commanding
Officer) and changing to “one level lower” (Executive
QOfficer). [encls (18), (20)]

- The Commanding Officer stated that due to the new
Threat Level rating for Yemen, he and the Force Protection
Officer discussed “the potential for reduced Force
Protection requirements. After a brief discussion, we both
agreed that the Force Protection measures, as required by
THREATCON BRAVO, would remain the same. Our situational
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I uss COLE (DDG 67) did not possess DIRNAVCRIMINVSERV
Washington DC 221930Z SEP 00,
[encls (19), (39)]

- The September 1999 and September 2000 Naval Criminal
Investigative Service threat assessment messages

The September
1999 message describes in detail ship berthing facilities
in-country, while the September 2000 message provides no
information on port facilities and berthing. The
identified threat in the September 1999 message is directed
at Department of Defense personnel

Il COMFIFTHFLT 291009Z JUN 99 directed the implementation
of specific Force Protection measures upon receipt,
established THREATCON BRAVO for “United States Naval Forces
assigned to FIFTH Fleet and operating in Bahrain, Saudi

Arabia, Oman, United Arab Emirates, Qatar, and Kuwait”, and
provided references for Rules of Engagement and rules for
the use of deadly force. The USS COLE (DDG 67) referenced
this message in its Inport Security Plan (Force Protection
Plan) of 7 October 2000. [encls (35), (40)]
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Il Uss COLE (DDG 67) referenced CNO 191301Z JUN 99 in
its “Inport Security Plans” (i.e., Force Protection
Plans) while under the operational control of Commander,
United States SIXTH Fleet, because the Chief of Naval
Operations Force Protection Guldellnes are followed in
SIXTH Fleet. ~COMSIXTHFLT 240603Z SEP 99, subject
“Revised SIXTHFLT Shipboard THREATCON,” references the
Chief of Naval Operations message as ‘authority for Force
Protection measures. As of 24 November 2000, COMSIXTHFLT
240603Z SEP 99 was still current guidance and available
on the Commander, United States SIXTH Fleet secure
website (www.c6f.navy.smil.mil/N3/forum/rosetta/force/
240603zsep99.txt.). USS COLE (DDG 67) also referenced
this Commander, United States SIXTH Fleet message in its
“Inport Security Plans” while operating in SIXTH Fleet.
[encls (42), (43),(128),(133)]

III'Prior to transitioning into FIFTH Fleet, the Commanding
Officer of USS COLE (DDG 67) authorized the Force ;
Protection Officer to modify the ship’s THREATCON Measures
Implementation Plan worksheet from COLEINST 3300.55 in
order to make it correspond with Force Protection Measures
1-94 from COMUSNAVCENT/COMFIFTHFLT OPORD 99-01 (Force
Protection), which are derived from Joint Publication
3.07-2. [encls (19), (42),(46)]

Il ships under the operational control of Commander, United
States SIXTH Fleet follow CNO 191301Z JUN 99, which :
corresponds with Joint Publication 3-07.2 in 48 of 59
specific THREATCON- ALPHA and BRAVO measures. Two measures
contained in Joint guidance for THREATCON BRAVO but absent
in Chief of Naval Operations guidance give the ship
additional options to warn or deter approaching craft at a
distance. Measures (31) and (33) from Joint Publication
3-07.2 (also DoD 2000.2H) appear in COMUSNAVCENT/COMFIFTHFLT
OPORD 99-01 as measures (31) and (34), respectively:

JOINT PUB
MEASURE MEASURE
31 Designate and brief picket boat crews.

Prepare boats and place crews on l5-minute
alert. If the situation warrants, make

random picket boat patrols in the immediate
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| vicinity of the ship with the motor
whaleboat or gig. Boat crews will be armed
iwith -M16 rifles, one M60 with 200 rounds of
ammunition, ~and 10 concussion grenades.

33 Man signal bridge or Pilot House and ensure
that flares are available to ward off

approaching craft.

[encls (43), (44),(46), ref (k), OPNAVINST 3300.53]

- For the Brief Stop for Fuel in Aden, Yemen, the Force
Protection Officer modified the ship’s THREATCON Measures
Implementation Plan worksheet from COLEINST 3300.55 in order
to comply with Force Protection Measures 1-62 for THREATCON
BRAVO from COMUSNAVCENT/COMFIEFTHFLT OPORD 99-01 (Force
Protection). [encl (19),(49)] ‘

I COMGWBATGRU 211130% JUL 00 provided Force Protection
guidance in the Commander, United States FIFTH Fleet Area
of Responsibility to Commander, Task Force FIVE ZERO units,
including a message template for “Inport Security Plans,”
which is the incorrect term for Force Protection Plans in
the Commander, United States FIFTH Fleet Area of
Responsibility. USS COLE (DDG 67) referenced COMGWBATGRU
211130Z JUL 00 in its “Inport Security Plan” for Aden,
Yemen of 7 October 2000. [encls (35), (45)]

I COMGWBATGRU 2111302z JUL 00, cited in USS COLE’s (DDG
67) Inport Security Plan (Force Protection Plan) of 7
October 2000 as reference (a), provides a sample message
format which states, in part, that for “recommended
deviations” from required measures the ship should give a
reason for the recommended deviation. This message defines
“deviation” as, “measures you will not use/don’t apply to
your unit.” f[encl (45)]

I 2ccording to COLEINST 3300.55, the Assistant Force
Protection Officer was supposed to submit a THREATCON
Measures Implementation Plan and Inport Security Plan
(Force Protection Plan) to the Force Protection Officer,
for review and recommendation to the Commanding Officer, 10
days prior to a port visit. In the case of the ship’s Brief
Stop for Fuel to Aden, Yemen, the Assistant Force
Protection Officer did not meet this 10-day deadline for
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submitting the THREATCON Méasures Implementation Plan to

the Force Protection Officer [encls (19),(42) (30) 1]

ZIII‘USS COLE’s (DDG 67) process for produc1ng a. THREATCON

Measures Implementatlon Plan is as follows: the Assistant
Force Protection Officer gets information on the Threat
Level for the port and any other pertinent information about
the port, then the Assistant Force Protection Officer and
the Anti-Terrorism Training Officers meet and discuss any
special considerations; they write an initial THREATCON
Measures Implementation Plan and route it through the Force
Protection Officer and the Executive Officer, to the
Commanding Officer. Upon the Commanding Officer’s approval,
the ship sends a Force Protection Plan to its Immediate
Superior In Command (ISIC). Once the Immediate Superior In
Command approves the plan, the Assistant Force Protection
Officer and Force Protection Officer produce a final
THREATCON Implementatlon Plan for the Commanding Officer’s
approval. [encl (19)]

I COMUSNAVCENT/COMFIETHFLT OPORD 99-01 (Force Protection)

includes the measures that ships operating in the
Commander, United States FIFTH Fleet Area of Responsibility
are to follow in certain THREATCONs, or request deviations
from, prior to entering port. USS COLE (DDG 67) referenced
the OPORD 99-01 in its Inport Security Plan (Force
Protection Plan) of 7 October 2000. [encls (35), (46)]

49. | According to COMUSNAVCENT/COMFIFTHFLT OPORD 99-01

50

(Force Protection), the measures serve two purposes:

First, the crew is alerted, additional watches are
- created, and there is greater security. Second,
these measures display the ship’s resolve to
prepare for and counter the terrorist threat.
These actions will convey to anyone observing the
ship’s activities that the ship is prepared, the
ship is an undesirable target, and the terrorist(s)
should look elsewhere for a vulnerable target.
[encl (83), ref (f), COMUSNAVCENT/COMFIFTHFLT OPORD 99-01]

BB COMUSNAVCENT/COMFIFTHFLT OPORD 99-01 (Force Protection),
reference (d) on the USS COLE (DDG 67) Inport Security Plan
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56. III The Commanding Officer of USS COLE (DDG 67) delegated
to the Force Protection Officer the authority to “waive”
measures from the ship’s THREATCON Implementatlon Plan as
necessary. [encls (19),(50)]

57. Ill'Although it was the practice of the USS COLE (DDG 67)
Force Protection Team to meet a week to ten days prior to a
port visit to discuss Force,PrOtection aspects of a port,
as noted in the Plans of the Day for 18 August, 25 August,
6 September and 23 September, the Force Protection Team did
not meet prior to the ship’s Brief Stop for Fuel in Aden,
Yemen. [encls (29),(51)] ,

- Port Preparation .

58.‘III‘The Commanding Officer, Executive Officer, and the
7N Force Protection Officer of USS COLE (DDG 67) reviewed the
: following “Lessons Learned” regarding the Port of Aden,
Yemen prior to arrival [encl (18),(19), (20)]:

USS HAWES (FFG 53) 2806357 AUG 00 [encl (52)]
USS DONALD COOK (DDG 75)  261251Z AUG 00 [encl (53)]
USS BARRY (DDG 52) ‘ 301650Z MAY 00 [encl (54)]

(53) 1

USS TAYLOR (FFG 50) - 2307152 NOV 99 [encl

59. |} The USs HAWES’ (FFG 53) “Lessons Learned” contained the
following highlights [encl (52)]: '

The Pilot offered good advice.

a.

b. The ship moored to Mooring Dolphin Seven located at
12-47’57”N 044-58'54”E. :

c. Refueling pump rate was slow (75GPM).

d. Husbanding Agent provided great support.

e. Garbage was disposed of via barge.

f. Husbanding Agent provided flag of Yemen.

60. JJJ} The USS DONALD COOK’s (DDG 75) “Lessons Learned”
contained the following highlights [encl (53)]:

&5 a. Berthed at Dolphin Number Seven.
b. Language barrier with Pilot was a challenge.
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. Made up two tugs w1th po

.“Outbound pllot prof1c1ent 1n Engllsh and qulte

;trHarbor capa01ty is only one,shlp at time, being

‘ fThe USS TAYLOR's (FFG 50)

flCommandlng Offlcer
- the shlp starboard

Pilot wanted to moor

Berth was a short platfo

respon51ve.j
‘Fuel was good quallty and constant pressure

The Harbor Master was willin able to respond to
a change in schedule, and USS-DONA DfCOOK A{DDG: 75)
entered fueled and departed with minimal dlfflculty

'llmlted by the capac1ty ofythe fu ‘lngfdolphins.r

g The Uss BARRY’s (DDG 52) “Lesso Learned”\contained

follow1ng hlghllghts [encl (54) o

. Moored to Refuellng Bunker Seven in p051tlon 12- -47.95N,
 044-58.94E with 13’ beneath- the keel

Received 86 000 gallons of F- 76 transfer took
;approx1mately three hours.gg*

‘Expect Pilot to bring United Yemen flag to be flown.
Pilot was competent and cordlal,_cﬂ ~ :
Garbage dlsposal was by small boat. .

Pllot brought a Unlted Yemen flag

“Lessons Learned” contained,
tfollow1ng,h;ghllghts [encl {55)7]: » o

. Dolphin Number Seven 1s‘not:marked on‘DMA chart 62098,

- but is marked on British Admlralty Chart 3660. It is

located in p031tlon 12-4757”N 044 -587 54" K.
Dolphin is 171.6 ft long. R :

USS. TAYLOR (FFG 50) moored port 31de to

”Experlenced 15»m1nute delay waltlng on the Pllot.
‘Pilot spoke only broken Engllsh did not understand
Commanding Offlcer '

Crane at fuellng pler 1noperat1ve (repalr status
unknown) and approximately 40 personnel were required
‘to manhandle the hose. :

Fresh ‘water, Collectlon, Holdlng and Transfer removal

~and trash removed by barge

3
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63. - USS COLE (DDG 67) had the following active Casualty
Reports (CASREPS) upon entering Aden, Yemen: [encl (56)]

CASREP

NUMBER NAME

00040 Retractable kingpost -

00044 Towed array SQR-19

00046 URN-25 TACAN (Tactical Air
Navigation)

00047 MT 21 (CIWS) (Close—-In Weapon System)

00048 Piping/heating group '

00049 Galley steam kettle

00050 1B ejector pump controller

00051 Gear assembly, main reduction

00052 Generator/processor

00053 TDSS (Tactical Decision Support
Subsystem)

64. - Without a known air threat or large surface combatant
threat in Aden, Yemen, the following USS COLE (DDG 67)
primary weapons systems were not applicable to inner harbor
defensive situations, such as countering a small boat
attack or repelling boarders. :

WEAPON SYSTEMS DESCRIPTION

MK-41 VLS (SM2) Vertical Launch System (Standard
Missile) , :

MK-41 VLS (TLAM) Vertical Launch System (Tomahawk
Land Attack Missile)

MK-41 VLS (VLA) Vertical Launch System (Vertical
Launch Anti-Submarine Rocket)

MK-45 LWGM Light Weight Gun Mount

MK-15 CIWS Close-In Weapon System

HARPOON (CANISTER) | Harpoon

MK-32 SVTT Surface Vessel Torpedo Tube

SRBOC Super Rapid Blooming Outboard
Chaff ‘

fencls (19), (56-58)]
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65. - USS COLE (DDG 67) had the following weapons and non-
lethal devices available for waterside security such as
attack by a small boat or ultralight aircraft.

[encls (19), (36),(46),(57),(58),(59)]:

MAXIMUM
WEAPONS QUANTITY EFFECTIVE RANGE!
9-MM pistol 287 50 meters
M-14 rifle 17 460 meters
M-60 machine gun 43 600 meters (man
sized target)
M-79 grenade I 2 31 meters (min.

Inflatable Boats

launcher safety separation)

.50 cal machine I 4 mounts® | 1829 meters

gun

Shotguns || 147 40 meters

(12-Gauge)

Concussion Unknown” Exact gty | (create shock

Grenades Unknown® waves)

NON-LETHAL MAXIMUM

DEVICES ALLOWANCE | QUANTITY |EFFECTIVE RANGE

Fire Hoses® Unknown Exact gty |Approximately
Unknown 35-40 yards6

Rigid Hull 2 2 N/A

1

Approximate weapon ranges and information regarding

concussion grenades furnished by Mr. Terry O’Brien from

Naval Surface Warfare Center, Crane, Indiana.

Weapons were issued to certain inport watchstanders.
All four .50-cal tripods were installed with weapons
mounted, and two M-60s were on the bridge wings while
inport Aden, Yemen.

Can be utilized to repel boarders and counter small
boats and ultralight aircraft.

It was determined there were concussion grenades
onboard, though the exact quantity onboard is unknown
Approximate range per Commander, United States Naval
Forces Central Command/Commander, United States FIFTH
Fleet Force Protection Officer.
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66.. - The Nav1gatlon Brief for Aden, Yemen was scheduled to

' “‘be held in the Wardroom, USS COLE (DDG 67) at 1900 on 11
October 2000, but was changed to 1400 by the Executive
Officer because the ship would be going into the Navigation
Detail for exiting the Red Sea ‘around the 1900 tlmeframe.
[encls (60), (61)]

67. |} The Commanding Officer approved both the Navigation
Brief and Defense Mapping Agency (DMA) Chart 62098 [“Gulf
of Aden, Yemen: Bandar at Tawahi (Aden Harbor)”]. Neither
the expected berth nor the heading was noted in the
‘written Navigation Brief, as Refueling Dolphin Seven is
not printed on the chart. [encls (3), (62),( )]

68. - Prior to entering port, DMA Chart 62098 did not depict
Refueling Dolphin Seven. (The dolphin, now depicted on
enclosure (3), was loosely hand-drawn on the chart by
LT —, the Navigator, durlng an 1nvest1gator S
'1nterv1ew ) [encls (3), (63)],

69. - The latitude and longltude of Refuellng Dolphin Seven

‘ were identified in the “Lessons Learned” after port visit
reports submitted by USS BARRY (DDG 52), USS HAWES (FFG 53),
and USS TAYLOR (FFG 50). [enclse(52),(54),(55)]

70. - Durlng the course of the Nav1gatlon Brlef ~the
Commanding Officer stated that the ship would moor
starboard side to in order for USS COLE (DDG 67) to get
underway as soon as possible, should the situation so

~warrant. [encl (18),(21)] '

71. - The Sea and Anchokr‘Watchbj‘.ll fyor‘ 12 ‘October 2000 was
signed by the Commanding Officer and posted to be effective
and cancelled on that date. [encl (64)]




T2 - The follow1ng .'LS : , :
) COLE (DDG 67) us1ng the, - -k Log and the Englneerlng

'",0546c,

 o0849C

~.0930C  Secure Sea and Ancho

. COMMAND INVESTIGATION INTO THE ACTIONS OF USS COLE -
‘f(DDG 67) IN PREPARING FOR AND UNDERTAKING A BRIEF STOP

BOR) ADEN, YEMEN

;day s events. for USS

-le(l), Shlp 5 Deck Log]
. 0736C i Doctrlne [encl (2),
.0737C - Set'Restri ]~Doctr1ne [encl (1),
~ * 0746C  Pilot picked u A hlp s Deck Log
S s (3),‘NaV1g n Chat
. .0746C

o Aden, Yemen ¥
0851C ~ Moored Yemen fen lﬁ(l) ; og]
0920C~ Husbandlng Agent arrive ncl (20), Executive
0940C  Officer’s Statemer i o ~
'0927C  Secured from Restrictec »aneUVeringﬂfencl (23,

~ Engineering Log} . ‘

ybetall_[encl (2)]

0935C :SecureiNav'Détail [e - Ship’s Deck Log]

0940C  Secure Sea and Anchor “_”;lf[encl (1) ‘Ship’s
e ~ Deck Log] = o -
-0940C Pilot departed USS CO1 IDG‘G?)‘[enol (20),

Executive Officer’s ¢ ement]
0940C  Shifted the Officer of the Deck from the Pilot
o House to the Quarterdeck [encl (1), Ship’s
‘Deck Log] ' : : 5 ~
1031C Commenced refuellng at statlon 3 approx. frame
- 126, STBD side [encls (2), Engineering Log,
‘(19), I0's. InteIVLew w1th Commandlng Officer]

1115C Exp1051on logged onboard USS COLE (DDG 67)

[encl (1), Ship’s. Deck Log}
1118C  Explosion on port;mldsmlps, USS COLE (DBG 67)
[encl (2), Engineering Log]

~* Times approximate
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82.

(DDG 67) IN PREPARING FOR AND UNDERTAKING A BRIEF STOP
FOR FUEL AT BANDAR AT TAWAHI (ADEN HARBOR) ADEN, YEMEN
ON OR ABOUT 12 OCTOBER 2000

I.l At 0546C, 12 October 2000, Sea and Anchor Detail was
set for USS COLE (DDG 67). [encl (1)]

lll USS COLE’s (DDG 67) track on entering Aden Harbor,
Yemen, was uneventful. The ship did have difficulties
raising Aden Port Control and the Pilot. [encls (18), (20),
(36), (65), (66)]

lll The difficulty'in raising Aden Port Control resulted in
an approximate 30-minute delay before entering Aden Harbor,
Yemen. [encl (18)]

lll USS COLE (DDG 67) overheard on Bridge to Bridge radio
that Aden Port Control encountered difficulty communicating
with another ship. {encls (18),(36),(65)]

‘I.. USS TAYLOR (FFG 50) expérienced a 1l5-minute delay

entering the Port of Aden, Yemen waiting for the Pilot,
according to its “Lessons Learned” for Aden Harbor, Yemen.
[encl (55)]

III USS COLE’s (DDG 67) watch team completed the Entering
Port Checklist. As Aden was not a liberty port, the ship
did not pass the word for all hands to shift into the
Uniform of the Day. [encl (67)]

Bl on 12 October 2000, USS COLE (DDG 67) set the
Restricted Maneuvering Doctrine at time 0736C according to
the Engineering Log and at time 0737C according to the
Deck Log. [encls (1), (2)]

lll The Pilot boat came alongside at 0746C. The Pilot, Mr.
Ibrahim, embarked via the Jacobs ladder rigged over the
side on the port side of the fantail. [encls (1), (3), (20)]

~III Acbordihg to the Navigator and the Uﬁderway Officer of

the Deck, the Pilot appeared to be quite professional.
[encls (36), (65)]

lll The Pilot informed the Commanding Officer that the
ship would be mooring port side to Refueling Dolphin
Seven. After a few minutes of discussion, the Pilot
explained that the pier refueling connection would not
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83.

85..

,vfIONS OF USS COLE
DERTAKING A BRIEF STOP
DEN HARBOR) ADEN, YEMEN

(DDG 67) IN P»
ON OR ABOUT 12 OCTOBER 2000

*’aredrstarboard side
), (36),(65),

reach back aft 1f USS COLE
to Refuellng Dolphln Seven
(68),(69)] ‘

- The Commandlng Offlcer 1nformed the Pllot that USS COLE

(DDG 67) could take on fuel - forward on the. starboard 31de,
thereby accompllshlng the Pllot’s goal of refueling the
ship with-a short refuellng hose and: the Commandlng :

- Officer’s de51re 'to go. starboard 81de to Refuellng Dolphln
Seven. [encl (18)] e ~ :

84. Ill The Pilot relented -and agreed to moor the ship
starboard side to. Refuellng Dolphln Seven [encls (18),“

(36),(65),(68), 69)]

- USS DONALD COOK (DDG 75) had alsa encountered problems

with the Pllot wantlng to. p031t10n the ship port side to
rather than: starboard side to. Desplte the Pilot’'s
res1stance, USS DONALD COOK (DDG 75) moored starboard 51de
o. [encl (53)] : L i

- 86. lll USS COLE (DDG"67) proceeded at 5 knots untll w1th1n the

;Eastern Harbor entrance.:[encl (18),(21)]

- 87. - The PllOt had arranged for two tug boats and two llne

handling boats to ass1st 1n the moorlng [encls (18),(21) 1]

88.c- Speed was then J.ncreased to 10 knots at the Pllot"
o request until in: the 1nner bas1n in the northwest. At
approx1mately 0818c, the forward tug made up with a line
through the bull nose [encls (1),(3),(18)]

89. - Once in the center of the ba51n, at approx1mately
0830C, the ship was twisted to port with the ass1stance of
a tug aft.f[encls (3),(18),( )]

904.9- Once abeam of Refuellng Dolphln Seven, ~the forward tug
"was let go and beth tugs slowly pushed USS COLE: {DDG 67) -
against Refuellng Dolphln Seven, starboard side to. [encls
(18),(21)] ~ O ‘

91. - Two small wh1te boats came alongs1de at approx1mately
0830C to asslst w1th mooring llnes fencls (20), (21)]
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Refueling Dolphin Seven in Aden Harbor, -Aden, Yemen.

View facing East into the inner harbor.

16 October 2000 - USS COLE (DDG 67) moored at
Refueling Dolphin Seven in Aden Harbor, Aden,
Yemen. View facing South to Aden Peninsula. Two
other vacant Refueling Dolphins are apparent.
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ON OR ABOUT 12 OCTOBER 2000

WATCH WEAPON | BRIEFED?
Command Duty None No
Officer
Section Leader N/A No
Officer of the Deck 9-MM No
Petty Officer of 9-MM No
the Watch
Messenger of the Shotgun No
Watch
Topside Rover Shotgun No
(Forecastle)

Backup Alert Force

Topside Rover Shotgun No
(Fantail)
Internal Rover? 9-MM? No
Backup Alert Force
Security Action None No
Team®
Security Action None No
Team
‘Backup Alert Force N/A No
Backup Alert Force N/A No
"""""" . Backup Alert Force N/A No

Dual Watch
’Unable to accurately verify qualifications
30ualification for weapon expired [encl (79)]

‘rc1 _ was unaware he was on duty [encl(19)]

117.- Enclosure (80) is a diagram depicting the topside
locations of the Inport Watch Team for USS COLE (DDG 67)
while inport Aden, Yemen on 12 October 2000. [encl (80)]

118.- The three Quarterdeck watches and the two external
Rovers were all wearing helmets and flak jackets. The
Rovers had two means of communication, the Wireless
Internal Communication System (WICS) radio and a whistle.
[encl (19)]
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Subj: COMMAND INVESTIGATION INTOeTﬂE ACTIONS OF USS COLE

a (DDG 67)

IN PREPARING FOR AND UNDERTAKING A BRIEF STOP

FOR FUEL AT BANDAR AT TAWAHI (ADEN HARBOR) ADEN, YEMEN
ON OR ABOUT 12 OCTOBER 2000

NUMBER BRAVO MEASURES

40
41
42

43

44
45

46
47
48
49
50
51
52
53
N 54

55

56

57

58
59

60

61

62

Arm sounding and security patrol
Brief ammunition bearers
Ensure expedient issue of firearms/ammo
Inform local authorities of action taken as
THREATCON increases
Test internal communications
Ensure watches conduct random searches
pler51de
Inspect ship's hull ‘and boats
Move cars/crates/trash away from ship
Hoist Shlp s boats not in use
Consider no public visits
Set material condition Yoke
Reduce ship's entry points
Spaces not in use secured/inspected
Remove unused brow and gangway .
Maintain capability to get underway on short
“notice
.50 caliber ‘mounts and ammo in ready serv1ce
lockers
Prepare flrehoses
Obstruct unauthorized helicopter landlngs
Review crowd control procedures
Implement additional security measures for
high-risk personnel
Monitor local communlcatlons
Inform local authorities of actlon as threat
increases
Review THREATCON CHARLIE measures

124.... After mooring at Refueling Dolphin Seven, the Force
Protection Officer, in accordance with the'authority
delegated to him by Commanding Officer, USS COLE (DDG 67),
“waived” the following 19 Force Protection Measures listed
in COMUSNAVCENT/COMFIFTHFLT'OPORQ 99-01 (Force Protection).

The “waivers”

were not documented:
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Force Protection Measures | Commanding Officer & Force
“Waived” ~|Protection Officer Rationale

local rules, regulations
and SOFA [Status of
Forces Agreement], post
qualified armed pier
sentry and pier entrance
sentry. ~

® Number 6: Consistent with

“Due to the
configuration of
Refueling Dolphin Seven,
no brow was put down
onto the pier; however,
~.an armed Quarterdeck
watch was established
and access could be
controlled by the
Quarterdeck.”

®* Number 8: If available,
issue night vision
devices to selected
posted security
personnel.

“USS COLE (DDG 67) was
not expected to remain

_ inport after dark,
therefore goggles were
not issued. Goggles
were available.”

¢ Number 10: Coordinate
~ pier and fleet landing
security with collocated
forces and local :
authorities. 1Identify
anticipated needs for
mutual support (security
personnel, boats,  and
equipment) and define
methods of activation and
communication. :

“"No other ships were
inport requiring
coordination, and due to
the location of the pier
and length of the visit,
no local authorities
needed to be consulted.”

¢ Number 12: Consistent-
with local rules,
regulations, and SOFA,
establish unloading
zone(s) on the pier away
from the ship.

“There was no cargo to
be loaded on the Shlp at
- this port.”
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125.

126.

127

(DDG 67) IN PREPARING FOR AND UNDERTAKING A BRIEF STOP
FOR FUEL AT BANDAR AT TAWAHI (ADEN HARBOR) ADEN, YEMEN
ON OR ABOUT 12 OCTOBER 2000

Force Protection Measures Commanding Officer & Force
“Waived” Protection Officer Rationale
e Number 57: Obstruct ‘|® “Due to the short
possible helicopter duration of the visit,
landing areas in such a the flight deck had not
manner as to prevent been completely blocked
hostile helicopters from since all lines and line
landing. handling equipment was
still laid out.”
¢ Number 60: Implement e “No high-risk personnel
additional security were expected to visit
measures for high-risk the ship.”
personnel as appropriate. “

[encls (18),(36),(46)]

- USS COLE (DDG 67) did not lower its two RHIBs for
possible use as picket boats [Measures 31 (THREATCON BRAVO)
and 73 (THREATCON CHARLIE)]. USS COLE’s (DDG 67) only boat
davit is configured on the starboard side amidships;
therefore, after mooring starboard side to the dolphin, the
ship could not lower its boats. [encls (50)]

- Lieutenant Colonel (LTC) —, United States

Defense Attaché, Sanaa, Yemen, stated that prior to
assuming duties, “during at least one BSF [Brief Stop for
Fuel] prior to my arrival (while we were in THREATCON
CHARLIE), a USN ship put a small boat (RHIB) in the water
for security reasons, ... and the Yemeni Navy objected to
this as a sovereignty issue, even though we believe we had
not had any previous problems with this." [encl (134)]

.l vTcC B -ursued a dialogue with the Yemeni Navy on

the issue of United States Navy ships using small boats as
security boats. “In my March 2000 meetings with the
Southern Area Commander and in my Apr 00 initial office
call with the Minister of Defense, I requested that USN
ships be allowed to put a small boat in the water as long
as the Harbour Master was notified. Both the MOD
[Minister of Defense] and SAC [Southern Area Commander]
agreed to that request. This was not again an issue as we
moved to THREATCON BRAVO, when it is not a requirement to
put a security boat in the water. I am not aware if any
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128

129.

130.

131

(DDG 67) IN PREPARINGNEQR AND UNDERTAKING A BRIEF STOP
'FOR FUEL AT BANDAR AT TAWAHI (ADEN HARBOR) ADEN, YEMEN
ON OR ABOUT 12 OCTOBER 2000 :

other USN Ships put boats:inythe water or if there was any
Yemeni Navy~reaction.7 [encl (134)} § -

Il Uuss coLE (DDG 67) did not inform Commander, Task Force

FIVE,ZERO (Commander, CrUiseriDeStroyer Group'THREE
embarked aboard ABRAHAM LINCOLN Battle~Group), of the 19
waived measures from its approved Inport Security Plan
(Force Protection Plan). [encls (19),(35),(48),(89)]‘

- LT _, Forcé Protection Officer, said he intended

to notify Commander, Task Force FIVE ZERO (Commander, -
Cruiser Destroyer Group THREE embarked aboard ABRAHAM
LINCOLN“Battle‘Group) of USS COLE’s (DDG 67) deviations
from its approved;Inport»SeCUrity Plan (Force Protection
Plan) in a message after the ship departed Aden, Yemen.
[encl (50)] : ’ ‘

I c7oc I knew USS COLE (DDG 67) deviated from its

approved Inport Security Plan (Force Protection Plan) but
did not know why the ship did not report that fact to
Commander, Task Force FIVE ZERO (Commander, Cruiser :
Destroyer Group THREE embarked aboard ABRAHAM LINCOLN

Battle Group). [encl (19)]

- USS COLE’s (DDG 67) Commanding Officer and Force

Protection Officer stated they executed the following
Force Protection Measures from COMUSNAVCENT /COMFIFTHFLT
OPORD 99-01 (Force Protection): [encls '
(18),(36), (46), (50)]

TNumber 1: Brief crew on thé,port‘speCific threat, the
Security/Force Protection Plan, and security
precautions to be taken while ashore. Ensure all
hands are knowledgeable of various THREATCON
requirements and that they understand their role in
implementation of measures. Remind all personnel to
be suspicious and inquisitive of strangers, be alert
for abandoned parcels or suitcases and for unattended
vehicles in the vicinity. Report unusual activities
to the Officer of the Deck. o

Number 3: Review security plans and keep them
available. Retain key personnel who may be needed to
implement securiEX‘measures on call.:
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Number 4: Secure and periodically inspect spaces not in
use. ~

Number 5: Consistent with local rules, regulations, and
Status of Forces Agreement, post qualified armed
fantail sentry and forecastle sentry. Rifles are the
preferred weapon. -

Number 7: Ensure Sentries, roving patrols, response
force, and the Quarterdeck watch have the ability to
communicate. If practical, all guards will be
equipped with at least two Systems of communication
(e.g., two-way radio, telephone, whistle, or signal

light). ;
Number 9: Review pier and shipboard access control
procedures,

Number 11: Tighten shipboard and pier access control
procedures. Positively identify all personnel
entering pier and fleet landing area—no exceptions.

Numbexr 16: Inspect all personnel, hand carried items,
and packages before allowing them on board. Where
available, use baggage Scanners and walk through or
hand held metal detectors to screen packages and
personnel prior to boarding the ship. ‘

Number 20: Secure spaces not in- use.

Number 21: Regulate shipboard lighting to best meet the
threat environment. Lighting should include
illumination of the waterline.

Number 23: Raise accommodation ladders, stern gates,
jacob ladders, etc., when not in use. Clear ship of
all unnecessary stages, camels, barges, oil donuts, anj
lines.

Number 25: Review individual actions in THREATCON BRAVO
for possible implementation.

Number 26: Maintain appropriate THREATCON ALPHA
measures., o

Number 28: Conduct divisional quarters at foul weather
parade to determine the status of on-board personnel
and to disseminate information.

Number 35: After working hours, place armed sentries on
a superstructure level from which they can best cover
areas about the ship.
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Number 37: Provide shotgun and ammunition to
Quarterdeck. If the situation warrants, place sentry
with shotgun inside the Superstructure at a site from
which the Quarterdeck can be covered.

Number 40: If not already armed, arm sounding and
security patrol.

Number 42: Implement procedures for expedient issue of
firearms and ammunition from Small Arms Locker (SAL) .
Ensure a set of SAL keys are readily available and in
the possession of an officer designated for this duty
by the Commanding Officer.

Number 43: Inform local authorities of actions taken as
the THREATCON increases.

Number 44: Test internal communications, communications
with local authorities, and communications with other
U.S. Naval ships in port. J

Number 46: Conduct searches of the ship’s hull and
boats at intermittent intervals and immediately
before it puts to sea. ,

Number 47: Move cars and objects such as crates and
trash containers as far from the ship as possible.

Number 48: Hoist boats aboard when not in use.

Number 49: Consider terminating all public visits.

Number 50: Set materiel condition yoke, main deck and
below.

Number 51: After working hours, reduce entry points to
the ship’s interior by securing selected entrances
from the inside. :

Number 52: Duty department heads ensure all spaces not
in regular use are secured and inspected
periodical%y.

Number 54: Maintain capability to get under way on
short notice or as specified by Standard Operating
Procedures (SOP). Consider possible relocation sites
(different pier, anchorage, etc.). Rig brow and
accommodation ladder for immediate raising or
removal.
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Number 55: Ensure .50 caliber mount assemblies are in
place with ammunition in ready service lockers (.50
caliber machine guns will be maintained in the /
armory, prefire checks completed, and ready for use).

Number 58: Review riot and crowd control procedures,
asylum seeker procedures, and bomb threat procedures.

Number 59: Monitor local communications (e.g., ship-to-
ship, TV, radio, police scanners).

Number 61: Inform local authorities of actions being
taken as THREATCON increases.

Number 62: Review individual actions in THREATCON
CHARLIE for possible implementation.

132.- USS COLE (DDG 67) did not accomplish the following
Force Protection Measures from COMUSNAVCENT/COMFIFTHFLT
OPORD 99-01 (Force Protection) during its Brief Stop for
Fuel in Aden, Yemen on 12 October 2000:

Force Protection Measures Basis for Non-
Not Accomplished Accoqflishment

¢ Number 1: Brief crew on e Although the Commanding
the port specific threat, Officer and Force
the Security/ Force Protection Officer say
Protection Plan, and this measure was
security precautions to accomplished, the crew’s
be taken while ashore. lack of awareness of the

THREATCON and Threat
Level, as shown in an
informal survey by the
Investigating Officer and
interviews, indicate this
measure was not
accomplished. The survey
results are in the crew
knowledge area later in
the Findings of Fact.

e Number 2: Muster and ® Quarterdeck and Rover
brief security personnel Sentry watches were manned
on the threat and rules and armed, but personnel
of engagement. were not briefed on threat

- and Rules of Engagement by
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Force Protection Measures Basis for Non-
Not Accomplished Accomplishment

the Command Duty Officer,
Force Protection Officer,
Section Leader, or Officer
of the Deck (iqport).

e Number 18: Control ¢ Prior to assuming the
authorized watercraft and watch after Sea and Anchor
keep unauthorized craft Detail secured, the Inport
away from the ship. Watch Team was not briefed

on the applicable
THREATCON and Threat Level
for Yemen, and not
provided guidance on
control of small
watercraft. During Sea
and Anchor detail, the
ship kept away one
watercraft. At some time
after the Husbanding Agent
boarded, the Commanding
Officer decided to
authorize garbage boats to
come alongside. The
Officer of the Deck and
Command Duty Officer were
unaware of the number of
service boats that were
alongside USS COLE (DDG
67) at any given time.
Members of the crew,
including one member of
the watch team (TM3

) saw the approach
of the suicide boat. He,
along with other crew
members topside, assumed
the boat to be a garbage

boat.
¢ Number 19: Identify and = e The ship did not inspect
inspect workboats. workboats.
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166. ] Prior to its deployment, USS COLE (DDG 67) conducted

several blocks of Chief of Naval Operations—-directed
Level I Force Protection/Anti-Terrorism training for the
crew. [encls (30), (102)]

167. 8 7o I (2ssistant Force Protection Officer)

168.

169.

170.

171.

172

received the Force Protection/Anti-Terrorism training
package used to train USS COLE (DDG 67) Sailors from the
Force Protection Officer course held at Little Creek,
Virginia. [encl (19)]

Il Uss COLE’s (DDG 67) Level I Force Protection/Anti-
Terrorism training consisted of the following: a brief;
the movie “Out of Harm’s Way”; the distribution of
handouts and a booklet; and a question and answer period.
[encls (29),(30),(103)]

- According to the Force Protection Officer and Assistant
Force Protection Officer, each crewmember of the USS COLE
(DDG 67) received Level I Force Protection/Anti-Terrorism
training as of 11 October 2000. [encl (50)]

Bl The Assistant Force Protection Officer, LTJG B
was responsible for documenting the accomplishment of Force
Protection/Anti-Terrorism training for USS COLE (DDG 67)
Sailors; those training records were primarily kept in the
ship’s Relational Administrative Database Manager system.
[encls (19), (30)]

Consequently, the
computerized training records for Level I Force Protection/
Anti-Terrorism training were unrecoverable. However, LTJG
BB p:ovided some hard copies of training muster sheets
for July and August 2000. [encls (19), (30), (102)]

. The Force Protection Team consisted of the following

members: LT , USN; LTJG , USNR;
ENS r USNR; FCC(SW) r USN; ISC(SW)
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; USN; MAL(SW) _ USN; and _

, USN. [encls (29),(31), (50),(104)]

173. III Per COLEINST 3300. 53 the Force Protection Team members
were designated as Antl -Terrorism Tralnlng Offlcers [encls
(32), (42)]

174.- USS COLE (DDG 67) Anti-Terrorism Training Officers
assisted in the development of Force Protection/Anti-
Terrorism training lectures and conducted Level I Force
Protection/Anti-Terrorism training. [encls (105-108)]

175.-, From 12-15 June 2000, all seven members of the USS COLE
(DDG 67) Force Protection Team attended a four-day Level II
Force Protection Officer course, conducted by the Naval
Criminal Investigative Service Mobile Training Team at
Little Creek, Virginia. [encls (29),(31),(50), (104)]

176.- This Force Protection Officer course attended by USS
COLE (DDG 67) personnel was a specially requested class,
taught by Special Agent _ (Naval Criminal )
Investigative Service), and was open to anybody from the USS
GEORGE WASHINGTON (CVN 73) Battle Group.. USS COLE (DDG 67)
was the only ship that sent personnel to this class. [encl
(31)]

177.- Information from Naval Crlmlnal Investlgatlve Service
indicates Force Protectlon/Antl -Terrorism Level III
Training for Commanding Officers and Executive Officers
from the GEORGE WASHINTON Battle Group was held on 16
February 2000, and even though Naval Criminal Investigative
Service does not have a muster sheet for that training,
Naval Criminal Investigative Service confirmed that CDR
Lippold attended that session. [encl (31)]-
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178 . The following USS COLE (DDG 67) personnel attended the
Shipboard Security Engagement Tactics (SSET) course on the
dates indicated [encl (31)]:

0S2 10-14 May 1999
GMC 24-28 April 2000
GM1 24-28 April 2000
FC3 5-9 June 2000
MA1 5-9 June 2000

179.- FC3 - completed the Shipboard Security
Engagement Weapons (SSEW) course, held 10-14 April 2000
at Expeditionary Warfare Training Group, Atlantic
(EWTGLANT), Naval Amphibious Base (NAB) Little Creek,
Virginia. [encl (31)]

180. [l cvc I =rc cvC I completed the Anti-

Terrorism Training Officer course (Level II), held 14-15
February 2000 at Expeditionary Warfare Training Group,
Atlantic, Naval Amphibious Base Little Creek, Virginia.
[encl (31)]

181.- According to MAl -, USN, who attended the

Naval Criminal Investigative Service Force Protection
Officer Course in Little Creek, Virginia, from 12-15 June
2000, the instructor noted that Yemen was a possible site
for a suicide-swimmer attack. This comment was made in a
general discussion, as there was not a dedicated training
block on Yemen. [encl (104)]

182.JJJ] In COMSECONDFLT 211445z MAY 00, USS COLE (DDG 67)
received a “Bravo Zulu” (Well Done) for its performance
during the all Atlantic Fleet CY-00 Anti-Terrorism/Force
Protection exercise. [encl (109)]

183.... A Force Protection/Anti-Terrorism pre-deployment brief
covering the FIFTH and SIXTH Fleet areas of responsibility
was held for the GEORGE WASHINGTON Battle Group onboard the
USS GEORGE WASHINGTON (CVN 73) in June 2000. All ships in
the GEORGE WASHINGTON Battle Group were required to send
representatives. The brief was conducted by the Navy Anti-
Terrorism Alert Center, and attended by LT _ and MAl
I f:om the USS COLE (DDG 67). [encl (36)]
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- USS. COLE. (DDG 67)' did not possess the Commander-in-

Chief, United States Central Command Vulnerability
Assessment for Aden, Yemen. [encl (19)]

Operations/Intelligence Biiefinqg

B uss COLE (DDG 67) conducted frequent OPS/INTEL
briefings, generally held daily at 0730 or 0800. Force
Protection/Anti~-Terrorism information,was sometimes
discussed during these briefings. [encls (57),(60),
(113 115)]

B The USs COLE (DDG 67) OPS/INTEL briefs held on 8 and
10 October 2000 do not contain any operational THREATCON
or Yemen Threat Level information. The OPS/INTEL brief
scheduled for 12 October does not contain this information
either. [encls (57),(113-115)]" R
Bl i» the survey of 35 USS COLE (DDG 67) personnel
conducted by the Investigating Officer, 22 had attended
OPS/INTEL briefs. Of those 22, 17 do not recall anything
being briefed on Yemen, its THREATCON or Threat Level.
Additional areas and answers with regard to the survey are
addressed later in the Findings of Fact. [encl (82)]

Mbditerranean — Arabian University Briefings

I puring the USS COLE’s (DDG 67) deployment, the Force
Protection Team also conducted a series of briefings
sometimes in conjunction with the OPS/INTEL briefings on
the Commander, United States SIXTH Fleet and Commander, ‘
United States FIFTH Fleet Areas of Responsibility under the
collective title “Med-Arabian University.” [encls (29),
(50),(60), (104)1]

BB Thc target audience of the “Med-Arabian University”
briefings was Officers, Chief Petty Officers, and Bridge/
Combat Information Center watchstanders who were not on
watch. [encls (19), (50),(104)]
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214.

COMMAND INVESTIGATION INTO THE ACTIONS OF USS COLE
(DDG 67) IN PREPARING FOR AND UNDERTAKING A BRIEF STOP
FOR FUEL AT BANDAR AT TAWAHI (ADEN HARBOR) ADEN, YEMEN
ON OR ABOUT 12 OCTOBER 2000 - : :

b. 1In September 2000, the GEORGE WASHINGTON Battle

Group departed the Commander, United States FIFTH
Fleet Area of Responsibility and was relieved by
the ABRAHAM LINCOLN Battle Group

c. 24 September 2000 to present;—’Commander, Task
Force FIVE ZERO was Commander, Cruiser Destroyer
Group THREE of the ABRAHAM LINCOLN Battle Group.

Il Uss HAWES (FFG 53) and USS DONALD COOK (DDG 75)

submitted Force Protection Plans for Aden, Yemen to
Commander, Task Force FIVE ZERO (Commander, Cruiser
Destroyer Group TWO embarked aboard GEORGE WASHINGTON
Battle Group) in August 2000, erroneously identiinng the
Threat Level for Yemen as MEDIUM and advising that they
would not implement ‘Force Protectlon Measure Number 30.

[encls (118),(119})]

215. ]l COMUSNAVCENT/COMFIFTHFLT OPORD 99-01 (Force Protection)

216.

Measure Number 30 is, “Remind personnel to lock their
parked vehicles and to carefully check before entering.”
Neither USS HAWES (FFG 53) nor USS DONALD COOK (DDG 75)
provided a reason for the requested deviation. [encls. (55),

(118), (119)] : . ¢

Bl uss HAWES (FFG 53) and USS DONALD COOK (DDG 75) cited
the following references in their Force Protection Plans
for Aden, Yemen: [encls (118),(119)]

OPNAVINST 5330.14C/10DEC98
NCIS Threat Assessment/No date
CUSNC OPORD 99-01/1JUL99
USCINCCENT OPORD 97-01/15APR99

Q0 O"QJ

























a
-/

Subij:

234.

235.

236.

237.

(U

~ON OR ABOUT 12 OCTOBER 2000

)

COMMAND INVESTIGATION INTO THE ACTIONS OF USS COLE

(DDG ©7) IN PREPARINGOFOR AND UNDERTAKING A BRIEF STOP
FOR FUEL AT BANDAR AT TAWAHI (ADEN HARBOR) ADEN, YEMEN

Under both the Standlng Rules of Engagement and

Commander-in-Chief, Unlted States Central Command Rules of
Engagement, USS COLE (DDG 67) possessed the inherent right
of self-defense for both the shlp and its personnel [encls
(129),(130) 1 e e x ,

(U)
“inherent right of‘self—defenSe”:as follows:

(

U)

Standing Rules of;Engagement;(SROE) define the

A Commander has the authorlty and- obllgatlon to use
all necessary means. ‘available and to take all
appropriate actions to defend that Commander’s unit
and other U.S. Forces in the vicinity from a
hostile act or demonstratlon of hostile intent.,
,Nelther these rules, nor the supplemental measures
activated to augment these rules, limit this
inherent right and obligation. At all times, the
requirements of necessity and proportionality, as

~amplified in the SROE, will form the basis for the

judgment of the on-scene commander (0OSC) or
individual as to what constltutes an appropriate
response to a particular hostile act or
demonstration of hostile7intent. [encl (129)]

Standing Rules of Engagement'define,“individual self-

defense” as follows:

(U

)

The inherent right to use all necessary means
available and to take all appropriate actions to
defend oneself and U.S. Forces.in‘one’s vicinity
from a hostile act or demonstrated hostile intent
is a unit of self-defense. Commanders have the
obligation to ensure that 1nd1v1duals -within their.
respective units understand and are trained on when
and how to use force infself—defenSe; [encl (129)1]

Standlng Rules of Engagement identify and define the

“elements of self-defense,” Wthh are “necess1ty” and
“proportionality”:

=

Necessity. Exists‘when a'hostile act occurs or when a
force or terrorist(s) exhibits hostile intent.
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238.

239.

COMMAND INVESTIGATION INTO THE ACTIONS OF USS COLE

(DDG 67) IN PREPARING FOR AND UNDERTAKING A BRIEF STOP

FOR FUEL AT BANDAR AT TAWAHI (ADEN HARBOR) ADEN, YEMEN
ON OR ABOUT 12 OCTOBER 2000

(U)
and

a.

Proportionality. Force used to counter a hostile act
or demonstrated hostile intent must be reasonable in
intensity, duration, and magnitude to the perceived or
demonstrated threat based on all facts known to the
commander at the time. [encl (129)]

The Standing Rules of Engagement define “Hostile Act”
“Hostile Intent” as follows:

Hostile Act. An attack or other use of force against
the United States, U.S. Forces, and, in certain
circumstances, U.S. nationals, their property, U.S.
commercial assets, and/or other designated non-U.S.
Forces, foreign nationals and their property. It is
also force used directly to preclude or impede the
mission and/or duties of U.S. Forces, including the
recovery of U.S. personnel and vital U.S. Government
property.

Hostile Intent. The threat of imminent use of force
against the United States, U.S. Forces, and in certain
circumstances, U.S. nationals, their property, U.S.
commercial assets, and/or other designated non-U.S.
Forces, foreign national and their property. Also, the
threat of force to preclude or impede the mission
and/or duties of U.S. Forces, including the recovery

of U.S. personnel or vital U.S. Government property.
[encl (129)]

[encl (130)]

240. (U) Reference (r) authorizes use of deadly force as a last
resort when all lesser means have failed or cannot
reasonably be employed to prevent the threat of death or
serious bodily harm to personnel or sabotage of a Navy
ship. [ref (r), SECNAVINST 5500.29B, Use of Deadly Force]
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241
242.
™
a

'COMMAND INVESTIGATION INTO THE ACTIONS OF USS COLE
(DDG 67) IN PREPARING FOR AND UNDERTAKING A BRIEF STOP
FOR FUEL AT BANDAR AT ‘TAWAHI (ADEN HARBOR) ADEN, YEMEN
ON OR ABOUT 12 OCTOBER 2000 S \ .

(U) USS COLE’s (DDG - 67) 1nport watchstanders who were on
duty at the time of the 1nc1dent had an adequate knowledge

or understanding of the appllcable Rules of Engagement for

self-defense and'usefof deadly- force [encls (83),(84),
(85),(86),(87),(88)] LT e T '

Crew Knowledg_

(U) An informal survey was conducted by the Investlgatlng
Officer on 25 October 2000 of 35 USS COLE (DDG 67)
personnel. This number comprised 11. 8 of 296 personnel

'that were on board accordlng tO the Log1st1cs Requlrements

message for Aden, Yemen
a.‘ The following,areaS’weregaddressed~to each individual:
(1) Knowledge of‘the‘ThreatrLevel'and'THREATCON for Yemen;

'(2)\Whether briefs were conducted for the inport duty
- section; what the- person knew about Yemen;

(3) Whether the person‘recalled a lMC (general
announcing system) announcement regardlng a ‘higher
Threat Level or THREATCON,"

(4) Whether the person recalled a 1MC (general~
announcing system) announcement regarding the
possibility of direct action against the ship;

(5) Why liberty was'curtailedxin~Bahraln [despite:
curtailed in entire Area ofiResponsibility]; and

(6) Whether the person had ever attended an OPS/INTEL
brief or been briefed on its contents

b. The sample consistedtof thekfollowing breakdown:

7 Offlcers‘ .
5 Chief Petty Offlcers (E-7 to E-9)
14 First and Second Class Petty Officers (E-5 .to
E-6)
7 Junior Sailors (Ee4'andrbel0w)
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